UBUDIYYAH
BUSINESS
MODEL (UBM)

INFORMATION TECHNOLOGY
(IT) GUIDELINES

UBM-IT-001

Controlled Copy




Function: Document Number:

Ubudiyyah Business Model Information Technology UBM-IT-001

Document Change Request Number:

Issue Number: 01 Issue Date: January 1, 2015
Document Amendment Sheet
. Document Date - Reviewed &
Serial Change . - Page |Revision|Prepared
(Month Description of Revision Approved
Number | Request Affected| Number by
dd, yyyy) by

Number

Controlled Copy — Do not duplicate Page 1 of 19




Ubudiyyah Business Model Function: Document Number:

Information Technology UBM-IT-001
Issue Number: 01 Issue Date: January 1, 2015 Document Change Request Number:
CONTENTS
Topic Page
Number
1 Introduction 3
2 Purchasing 4
2.1 Shar’ee Guidelines of Purchasing 4
3 Software 5
3.1 Obtaining Open source or Freeware Software 5
3.2 Software Licensing 5
3.3 Software Installation 5
3.4 Shar’ee Guidelines of Software Installation 5
3.5 Software Usage 5
4 Information technology Security 7
4.1 Physical Security 7
4.2 Information Security 7
4.3 Shar’ee Guidelines of Physical Security and Information 8
Security
5 Technology Access 9
6 Information Technology Administration 10
6.1 Shar’ee Guidelines of Information Technology Administration 10
7 Website 11
7.1 Website Register 11
7.2 Website Content 11
7.3 Shar’ee Guidelines of Website Content 11
8 Electronic Transactions 12
8.1 Electronic Funds Transfer (EFT) 12
8.2 Electronic Purchases 12
8.3 Shar’ee Guidelines of Electronic Transactions 12
9 IT Service Agreements 13
10 Emergency Management of Information Technology 14
10.1 IT Hardware Failure 14
10.2 | Virus or other Security Breach 14
10.3 | Website Disruption 14
10.4 Equipment Disposal 14
11 Appendix 15

Controlled Copy — Do not duplicate Page 2 of 19




Function: Document Number:

Ubudiyyah Business Model Information Technology UBM-IT-001

Issue Number: 01 Issue Date: January 1, 2015 Document Change Request Number:

1 INTRODUCTION

»—PJJ‘@?,J“CU\M

Allah, Subhanahu wa Ta’aala has favored man and elevated him to the position of
“Ashraf-ul-Makhlugat” (the most auspicious of His creation). The most prominent
manifestation of this elevated status is the knowledge that has been bestowed
upon him. This includes purely religious knowledge; ‘Aqaa’id, Quran, Sunnah,
Shari’ah etc, or knowledge of the special social, economic, and administrative
systems of life that are peculiar to man and distinguish him from all other creation.

Information technology is yet another such manifestation of Allah’s special favor on
mankind. Although the modern definition of IT as articulated by the Information
Technology Association of America is "the study, design, development,
application, implementation, support or management of computer-based
information systems"!, information systems were in place long before the
invention of the computer.

Particularly the Ulama’ of Islam had developed highly sophisticated information
systems in the various fields of Islamic sciences of language, Figh, Quran, Hadith,
History, Sirah, etc., and they used to extol the praises of their Lord for guiding them
to the same, and sought His pleasure in the use thereof.

Today, however, while we are witnessing extraordinary advancements in this field,
a Muslim should reflect on this favor and apply it appropriately to his business in
accordance with Shari'ah Guidelines, especially while engaging in the
responsibilities peculiar to those working in the fields of network administration,
software development and installation, and the planning and management of an
organization's technology life cycle, by which hardware and software is maintained,
upgraded and replaced.

The responsibilities of those working in the field include network administration,
software development and installation, and the planning and management of an
organization's technology life cycle, by which hardware and software is maintained,
upgraded and replaced.
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2 PURCHASING

The purchase of hardware and software for the business should ensure that all
technology for the business is appropriate value for money and where applicable
integrates with other technology for the business. It should be ensured that there is
maximum compatibility of hardware/software within the business.

In order to fulfill software needs companies have 3 options:
I.  Purchase already built software being offered in the market for a cost;
ii.  Acquire/research a free/open source alternative for fulfilling the IT need;
iii.  Develop the software internally or externally specifically designed as per need.
All purchases must be in line with the purchasing policy of the company.

SHAR’EE GUIDELINES OF PURCHASING:
Since interest based transactions are not permissible, software developed or

purchased must be free of such transactions. However, at times due to lack of other
options, such softwares have to be purchased. In such cases, the company must
ensure that the program does not carry out interest based transactions.?

Software containing pictures of living beings should be avoided.® If there is a need
for such software consult your Shar’ee advisor or a qualified, Mufti experienced in
business issues.
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3 SOFTWARE

3.1 OBTAINING OPEN SOURCE OR FREEWARE SOFTWARE

Open source or freeware software can be obtained without payment and usually
downloaded directly from the internet. In the event that open source or freeware
software is required, approval from concerned IT officer of the user organization
must be obtained prior to the download or use of such software.

All open source or freeware must be compatible with the business’s hardware and
software systems.

Any change from the above requirements must be authorized by the concerned
authority of the user organization.

3.2 SOFTWARE LICENSING

All computer software copyrights and terms of all software licenses should be
followed by all employees of the business.

Where licensing states limited usage (i.e. number of computers or users etc.), it is
the responsibility of the IT department to ensure these terms are followed.*

IT is responsible for completing a software audit of all computer systems twice a year
to ensure that software copyrights and license agreements are adhered to.

3.3 SOFTWARE INSTALLATION

All software must be appropriately registered with the supplier where this is a
requirement. The company has to be the registered owner of all software.

Only software obtained in accordance with the policy should be installed on the
business’s computers.

All software installation should be carried out by IT.

SHAR’EE GUIDELINES OF SOFTWARE INSTALLATION
Software licensing is compulsory as a general rule.” For further clarification or details

consult your Shar’ee advisor or a qualified Mufti experienced in business issues.
3.4 SOFTWARE USAGE

All employees must receive training for all new software that they will be using. This
includes new employees to be trained to use existing software appropriately.

Employees should be prohibited from bringing software from outside and loading it
onto the business’s computer hardware.®

Unauthorized software should be prohibited from being used in the business. This
includes the use of software owned by an employee and used within the business.’
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The unauthorized duplicating, acquiring or use of software copies should be
prohibited.
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4 INFORMATION TECHNOLOGY SECURITY

This section provides guidelines for the protection and use of information technology
assets and resources within the business to ensure integrity, confidentiality and
availability of data and assets.

4.1 PHYSICAL SECURITY

For all servers, mainframes and other network assets, the area must be equipped
with adequate ventilation and appropriate access through a secure system.

Security and safety of all portable technology such as laptops, tablet PCs etc. should
be the responsibility of the employee who has been issued with the relevant laptop,
tablet PC etc. Each employee should use prescribed security measures (passwords,
locks etc.) and ensure that the asset is kept safe and secure at all times. 8

In the event of loss or damage, IT should assess the security measures undertaken
to determine if the employee will be required to reimburse the business for the loss
or damage.

4.2 INFORMATION SECURITY

i.  All relevant data should be backed-up. It should be the responsibility of the IT
department to ensure that data back-ups are conducted regularly and the
backed up data is kept at an alternate location e.g. cloud, offsite venue,
employees home etc.

ii.  All technology that has internet access must have anti-virus software installed.
It should be the responsibility of IT to install all anti-virus software and ensure
that this software remains up to date on all technology used by the business.

iii.  All information used within the business has to adhere to the privacy laws and
the business’s confidentiality requirements. Any employee breaching this
should be subject to necessary action. Hardware access controls such as USB
ports, external drives, blue tooth, etc. must be controlled centrally. Only
authorized personnel should have access to the control thereof.

iv. Data access and authorization must be based on proper access policies for
each group of employees.

v. Special measures must be taken in order to ensure that all critical data must be
backed up in such a manner that in case of any disaster (fire, earth quake, flood
etc) the organization’s data must be recoverable within a specific time frame.
This can only be achieved through the use of safe data backup in locations
(“Cloud” for example) which are highly protected and separate from the
organization’s premises.
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SHAR’EE GUIDELINES OF PHYSICAL AND INFORMATION SECURITY

To ensure that the company property is appropriately looked after, employees should
be informed that any IT equipment provided to them is an Amaanah (trust) like
equipments of other departments in organization, entrusted to them and they may be
held responsible to compensate any loss or damage in case of negligence on their

part.’

Policies should be in place to ensure that employees do not misuse or disclose
information that is confidential by nature (even after they leave the organization).

IT department has the primary responsibility for information security. Information is
therefore an Amaanah. Accordingly, all the actions recommended above are to
ensure that due diligence is carried out.*
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5 TECHNOLOGY ACCESS

Every employee should be issued with a unique identification code to access the
business technology and should be required to change the password for access
every few months as recommended by the IT Department.

IT should be responsible for the issuing of the identification code and initial password

for all employees.

Employees are NOT authorized to use company computers for personal use unless
they have explicit permission from the company to do so.
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6 INFORMATION TECHNOLOGY ADMINISTRATION

All software installed along with its license information must be registered in the IT
records. It should be the responsibility of IT to ensure that this register is maintained.
The register must record the following information:

I.  What software is installed on every machine;
ii.  What license agreements are in place for each software package;
iii. Renewal dates if applicable.

IT should be responsible for the maintenance and management of all service
agreements for the business technology.

IT should be responsible for maintaining adequate technology spare parts and other
requirements such as toners, printing paper etc.

SHAR’EE GUIDELINES OF IT ADMINISTRATION
All contracts with regards to IT Administration must adhere to the Shari'ah

guidelines.

Using advanced server management controls, a dynamically updated list of
offensive, obscure, pornographic websites & resources must be blocked. This list
must be updated at all times. Special care must be taken in order to control access
of social networking forums as they often prove to be a major source of distraction
for employees from their duties as employees. Needless to mention that there is a
high risk of engaging in sinful activities.**
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7 WEBSITE

7.1 WEBSITE REGISTER

The website register must record the following details:
i.  List of domain names registered to the business;
ii. Dates of renewal for domain names;
iii.  List of hosting service providers;
iv.  Expiry dates of hosting.

Keeping the register up to date as well as any renewal of items listed in the register
should be the responsibility of IT.

7.2 WEBSITE CONTENT

All content on the business website should be accurate, appropriate and current.
This will be the responsibility of IT.

The content of the website should be reviewed regularly.

Basic branding guidelines must be followed on websites to ensure a consistent and
cohesive image for the business.

SHAR’EE GUIDELINES OF WEBSITE CONTENT
Website must not contain false statements, claims or misleading information.?

Pictures of living beings should be avoided. For further details or specific queries,
consult your Shari’ah Advisor or Darul Ifta.*?
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8 ELECTRONIC TRANSACTIONS

8.1 ELECTRONIC FUNDS TRANSFER (EFT)

All EFT payments and receipts must adhere to all financial policies of the company.

For good control over EFT payments, ensure that the persons authorizing the
payments and making the payment are not the same person.

8.2 ELECTRONIC PURCHASES

All electronic purchases by any authorized employee must adhere to the purchasing
policy of the company.

Where an electronic purchase is being considered, the person authorizing this
transaction must ensure that the internet sales site is secure and safe and be able to
verify that this has been reviewed and confirmed.

SHAR’EE GUIDELINES OF ELECTRONIC TRANSACTIONS
All transactions must be interest free. Use of a credit card implies that the purchaser

agrees to pay interest, if due (even if there is no intent of paying interest). It is
therefore recommended that credit card should not be used unless necessary. In the
case of credit card being the only option, it must be ensured that the necessary
payment is made within the stipulated time in order to avoid interest.**A debit card is
a better option as it generally does not involve interest.

All electronic transactions must comply with Shari’ah Guidelines of Finance and
Purchasing.
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9 IT SERVICE AGREEMENTS

The following IT service agreements can be entered into on behalf of the business:

i.  Provision of general IT services;

ii.  Provision of network hardware and software;
iii. Repairs and maintenance of IT equipment;
iv.  Provision of business software;

v.  Provision of mobile phones and relevant plans;
vi.  Website design, maintenance etc.

Note: All IT service agreements must be reviewed by the Shari’ah and a legal
advisor before the agreement is entered into.
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10 EMERGENCY MANAGEMENT OF INFORMATION

TECHNOLOGY

10.1 IT HARDWARE FAILURE

Where there is failure of any of the business’s hardware, this must be referred to IT
department immediately.

It is the responsibility of IT to undertake tests on planned emergency procedures to
ensure that all planned emergency procedures are appropriate and minimize
disruption to business operations.

10.2 VIRUS OR OTHER SECURITY BREACH

In the event that the business’s information technology is compromised by software
virus or any such threat, such breaches should be reported to IT immediately.

IT should be responsible for ensuring that any security breach is dealt with within 24
hours to minimize disruption to business operations.

10.3 WEBSITE DISRUPTION

In the event that business website is disrupted, IT shall immediately notify the
website host.

10.4 EQUIPMENT DISPOSAL

Improper equipment disposal can result in unintentional and unauthorized access to
protected information; potential legal consequences as well as negative public
opinion, if information obtained in this manner is used inappropriately. It is therefore
necessary to purge computer hard disk or other electronic equipment storage media
at the time of disposal.
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11 APPENDIX
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Introduction:
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Software Installation:
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Computers software or programs are products which are mostly
developed with huge expense. Their development requires significant
physical and mental efforts. Further, the developer also sacrifices
considerable amount of time and comfort for the sake of the final
product. The developer should therefore have more right to make
profits from the product than the person who purchases it for a small
amount, makes copies from it and sells it to others at an even smaller
amount — thereby causing loss to the original developer. Therefore
just as a developer has legal protection through copyright, shar’iah
also gives him the same right. Similarly if he has an agreement with
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any individual or company then that individual or company must
comply with the agreement and must not sell the copy of the program
to anyone otherwise he will be committing a sin. However his income
will neither be haraam nor makrooh - yet such practice must be
avoided.

But if a person has no agreement with the original company and he
acquires such a program for free only to fulfill his need then it
appears to be permissible in shar’iah. Further, purchasing from a
person who has no copyright agreement with the company also
appears to be permissible provided 1) the buyer has no plans to use
the program for commercial purpose; 2) the buyer resides in a
country where the laws of the Muslim government allow purchase
and usage in this manner. It is but not permissible to purchase from
anyone who has a copyright agreement with original developer.
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Software Usage:
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Software Usage: o ) I L e
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Physical Security:
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Shar’ee Guidelines of Physical Security:
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Shar’iah Check lists regarding Security:
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Shar’iah Check list regarding Networking: o
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Shar’ee Guidelines Of Website Content: )
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Shar’ee Guidelines Of Website Content:
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Shar’ee guidelines of electronic transactions:
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